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Security Assessment and Network Based Security Assessment. This paper discusses the benefits of each, and explains how the two should co-exist to optimize the end user’s ability to assess their enterprise information security posture.

1.1 Players

Listed below are the major vendors, their Web sites and their overall corporate revenue.  It would be a mistake to say that the market for security assessment product is the total revenue represented here because security assessment is a very small revenue component for most of these companies.

	Company
	Web site
	Total Revenue in 1998 (million’s)

	AXENT
	http://www.axent.com 
	$101.00

	ISS/March
	http://www.iss.net 
	$35.93

	Bindview
	http://www.bindview.com 
	$38.45

	Network Associates
	http://www.nai.com
	$990.05

	Cisco
	http://www.cisco.com 
	$8,458.78

	L-3 Security
	http://www.l-3security.com 
	$1,400.00


1.2 Market Size

The current Market size for intrusion detection and vulnerability assessment products (IDnA), according to International Data Corporation (IDC) is about $262million. They estimate that the market is around $100 Million this year and that it is growing at a compound annual growth rate (CAGR) of 39% and reach $978million in 2003.

“Plugging the Holes in eCommerce: The market for Intrusion Detection and Vulnerability Assessment Software, 1999-2003” IDC Research.
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1.3 Products

The Assessment is divided into two main components:

1. Network based assessment.
Under this approach the assessment is done from a single system. The scanning system assesses the external side of company’s servers, workstations and network devices. It will report the results on the system performing the scan.

2. Host based assessment. 
Host based assessment addresses the internal vulnerability of servers, workstations and applications. Enterprise Security Manager™  uses a central system as a data store. ESM Consoles connect to the Central system to retrieve the Security Data and create reports.
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1.4 Host Based Security Assessment

1.5 Network Based Security Assessment (Scanner)
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Scanner products work from the outside in.  A variety of attacks are launched to explore for vulnerabilities.  Success or failure of the attacks is noted.  In some cases, as with NetRecon™, a set of recommendations to fix the vulnerabilities are provided as well as details of the vulnerability. On top of that NetRecon is the only product to offer root cause analysis. This provides an advanced means of back tracking the problem to its cause and fix that.

Scanners employ known attacks that are targeted against the end user’s environment. Since the number, type and sophistication of attacks is growing daily, be aware that there is no full proof method of protection, other than disconnecting the system form the network or shutting it down.
2.1 Deploying a scanner solution

There are two scenarios’ in which a scanner can be executed.

1. Inside the network
What happens if someone breaks through the firewall, or finds another means of getting on the network. What havoc could he wreak? Which systems would crash if a hacker tool was launched or a denial of service attack was launched?
Or would you like to see if your deployed and implemented security policy holds its ground when under attack by an intruder. 

2. Outside the network
After implementing the Firewall, it is a very good strategy to test the implementation by running a scanner against it from the outside.  If the scanner manages to break through the Firewall you definitely need to review the installation.  Remember that scanners constantly evolve, as do Firewalls, so this should be a repetitive task.
2.2 AXENT’s approach to scanners

A major shortcoming in most commercial available scanners is the focus on host or network. This approach is inadequate at best because information technology environments are heterogeneous. AXENT recognizes this challenge and addresses it in several ways.

2.3 AXENT’s scanner NetRecon

NetRecon is a network vulnerability assessment tool that discovers, analyses and reports holes in network security. NetRecon helps to secure a company’s e-business by eliminating common security vulnerabilities before an intruder can exploit them and attack. It is the only solution providing root cause analysis and employing a unique path analysis feature to illustrate the exact sequence of steps taken to uncover vulnerability. Unlike other scanners, this provides a systematic analysis of the causes of your vulnerabilities, not just a listing of the symptoms of the problems. This facilitates getting to the root cause of high-risk vulnerabilities fostering rapid correction.

NetRecon also goes beyond simple vulnerability detection and reporting, by providing risk analysis based on the impact and probability of vulnerability being exploited. NetRecon has unique progressive scanning technology that challenges your network and systems in the same way that a sophisticated tiger team might; NetRecon executes checks in parallel and shares information obtained during the scan between the different threads to search for deeper weaknesses.

Unlike the scanner approach, a host based solution works from inside the system. It uses a set of checks and validates them against the settings inside the system. It will report back to a central repository, or manager, which collects all data, processes it and reports it through a Graphical User Interface (GUI). Other end products could include an array of graphs and reports.

Host based assessment products depend on a security policy. This security policy can be created by the end user organization or by an outside consulting organization such as Secure Network Consulting, inc. (SNCi).  There are also generic security policies available.  Like the Code of Information Practice.

Host based assessment helps organizations bring their servers, workstations and applications in line with corporate security policy.  Thus helping the end user organization to recognize and tighten their security posture.
3.1 Deploying a host based assessment solution

A host based solution runs on servers, workstations and applications in a computer network. A good approach here is to identify the critical systems and start with them first. These systems will usually include Research and Development, Financial, ERP, Database servers, fileservers, payroll systems etc. 

Based on the number, availability and the infrastructure of systems it is sensible to determine a central system to hold the repository or manager. Next deploy agents on the critical systems and start a first assessment. Once this is completed, the security policy can be fine-tuned and various changes to hardware and software implemented with appropriate information security products to assure compliance and minimize risk. 

A similar methodology should be applied throughout the organization addressing systems and resources in priority order.

3.2 AXENT’s approach to Host Based Security Assessment

Host Based Security Assessment is the key to building sound security architecture. It provides the foundation upon which other components, intrusion detection, firewall, VPN etc, should be deployed to ensure that the end user’s infrastructure is properly protected.

Security is not a one-time event, it is a continuous process. Assessment is the first step because it helps end user organizations determine where they are. Policy settings and input from independent and qualified sources helps assure the more durable objectives of minimum interruption to business operations.


Assessment tools are most commonly used in these cases.

Day to day business

In managing a company’s information security policy daily assessment is of the utmost importance. Information is volatile, systems are dynamic, and people come and go. Dynamic situations call for dynamic solutions. A host-based tool with multiple security policies can be deployed to automate these tasks and report on systems that are out of line with company policy (i.e. on an exception basis).

Network based tools are used periodically to check (a) if the policy is adequate and (b) if new patches, hot fixes, service packs etc need to be applied to the system.


5.1 Host-based security assessment. 

Strengths

1. Ability to assess the “interior” security of servers, workstations and applications.

2. Addresses 80% of the security issues; employees!

3. Assessing the security on one system typically takes as long as assessing the security on thousands of systems.

4. Fully customizable to customers own security policy or security needs.

5. Scalable to the enterprise.

6. Very focused in executing Policy versus Domain.

7. Extensive detailed reporting with Management summaries.

8. Splendid separation of duties capabilities

9. Low network performance (bandwidth) impact

10. Low system performance impact

Weaknesses
1. Needs to run on the systems itself

2. Time consuming to deploy and maintain

3. Initial high workload to get systems compliant to security policy

4. Most companies do not have a security policy

5. Expensive

6. Not all platforms and application will ever be supported

7. Will not assess systems that are switched off.
5.2 Network-based security assessment.

Strengths

1. Ability to assess the “exterior” of systems and networks, reporting security weaknesses that maybe visible to hackers.

2. Addresses 20% of the security issues ; Hackers!

3. Truly enterprise class, will scan everything. NetRecon is the only product that will also scan IPX/SPX and NetBEUI only networks!

4. Easy to deploy and maintain.

5. Cheap compared to Host based assessment tools

6. Root cause analysis will lead you directly to the source of the vulnerability.

7. Powerful tool in the right hands

Weaknesses

1. Needs regular updates to stay updated with latest vulnerabilities.

2. Demanding on Network bandwidth

3. Slow in executing a scan across large networks

4. Difficult to keep within scanning parameters; i.e. you do not want to scan other peoples networks

5. False positive reporting

6. Powerful tool in the wrong hands

7. Dependent on network infrastructure, like firewalls, routers, bridges etc. to successfully execute a scan.

8. Will not scan systems that are switched off and pose danger when switched on.

Lifecycle Security™ is a framework for implementing comprehensive information security across an enterprise. It provides information security programs and procedures to address the dynamic nature of enterprise networks. Organizations are constantly adding, changing, and moving information systems and users from their networks. These continual changes demand a need for a structured approach to managing the security risks and controls required to protect these environments.

Secure Network Consulting, inc.  (SNCi), a subsidiary of AXENT Technologies, has developed the LifeCycle Security™ Model to provide a structured, framework and approach that enables organizations to assess, design, implement and maintain comprehensive, effective, enterprise-wide information security programs.



Security Assessment is the foundation of a sound Information Security Infrastructure. It is the first step in the Lifecycle Security Methodology.  Security Assessment provides a reliable way to measure the actual security weaknesses a company has. Senior management, auditors, security officers, system administrator’s can employ the findings of the analysis to facilitate decisions regarding organisational policy and the security of the companies information systems. 

Host based security assessment is used to assess the “interior” of servers, workstations and applications. A place that Network based assessment tools cannot touch. 

Host based tools allow companies to manage the information security needs they have. It gives them a tool to easily check if servers, workstations and applications are compliant with company policy. 

A network based assessment tool can be used to check the validity of the company security policy. It provides the ‘hacker’s view of the network’. It quickly tells which vulnerabilities to plug in order to stop hackers from breaking into that system.

In short, host-based assessment and network-based assessment are two sides of the coin and neither can exist without the other!
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III.  What Host Based Assessment Does








� Request your copy of the Security LifeCycle™ Model now at �HYPERLINK "http://www.snc-inc/guide/index.html" \l "http://www.snc-inc.com/guide/index.html"��http://www.snc-inc.com/guide/index.html� .
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